Online Safety

We believe in the limitless capacity for everyone to achieve great things



What different social media applications
do students use today?
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Instagram is an American photo and video sharing social
networking service. The app allows users to upload media that
can be edited with filters and organized

by hashtags and geographical tagging. Posts can be shared
publicly or with pre-approved followers. Users can browse other
users' content by tags and locations and view trending content.
Users can like photos and follow other users to add their
content to a personal feed.

Snapchat is an American multimedia instant messaging app
and service developed by Snap Inc., originally Snapchat Inc. One
of the principal features of Snapchat is that pictures and
messages are usually only available for a short time before they
become inaccessible to their recipients.

TikTok is a video-focused social networking service owned by
Chinese company ByteDance. It hosts a variety of short-form
user videos, from genres like pranks, stunts, tricks, jokes, dance,
and entertainment with durations from 15 seconds to three
minute



Safe Use of the Internet and social media

v'Social media is a place where people can connect, grow and
explore

v'As with anything we use, we must be careful and ensure
safeguards are in place to reduce risk

v There have been two reports into peer-on-peer sexual abuse
(Ofsted and Estyn) in the past 6 months and significant media
coverage of these issues, which have led our presentation to
focus on these areas



'‘We Don't Tell Our Teachers' experiences of
peer-on-peer sexual harassment among
secondary school pupils in Wales Estyn Report

(2021)

Figure 2: Responses to question “Where does pupil sexual harassment happen
most often?”
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KHS Working Bullying defmy g
“Bullying can happen between individual people or groups of people. It is when someone makes repeated and on purpose attempts to

hurt or embarrass someone else. It can involve an unfair balance of power or personalities.”

A one-off falling out between friends would not be classed as bullying, but simply a breakdown in relationships
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Online bullying, which is sometimes termed cyberbullying, is any form of bullying that uses an electronic device. It is just as serious as face-to-face
bullying. Online bullying may take the form of name calling, threats, spreading rumours, disclosing personal information without permission, social
isolation and exclusion, and can be either direct (occurs with the targets knowledge) or indirect (which may involve a third party or be done behind the
target's back). Parents / carers are expected to look for cues, such as their children becoming very anxious or angry when using technology or being
overly secretive,; this could suggest they are targets or even perpetrators of bullying. Parents / carers should always create an open and honest
dialogue with their children around internet use, and if they have concerns ensure they take steps such as:-

working with the school;

supporting their child to block users and report comments through the social media platforms;

keeping evidence such as screenshots of any unkind communications;

not contact the family of the perpetrator;

explore additional support from other agencies if needed;

and contacting police if the contact involves physical threats.
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Sexual exploration online

v Exploring friendships online can create opportunities for young
people to gain support.

v' It's natural for young people to start exploring their sexual
feelings online.

v Risk-taking is a normal part of growing up.

‘I think a lot of difficult conversations can be easier by

Messaging ‘cos it's easier to have a bit of time to think...Like, so
you're not really on the spot, you can just have a bit of time to think.
And you can stay a bit more calm.” Young person, 14

"Being able to find people online is, like, an easy way to test the
waters. To, like, experiment or to, like, reaffirm your own sexuality
and stuff like that.” Young person, 15



Sexual exploration online

v Young people can find it hard to know the boundaries between
safe images and unsafe ones

v" Our children live in a world in which images that are extremely
sexualised are seen as the norm

v Young people may have ways of keeping more risky' behaviours
from us as parents. Be aware of the second account.
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Sharing images

Young people may share naked or semi-naked images of themselves
for a variety of reasons:

v’ As part of a committed and trusting relationship
v As a way to flirt with someone

v For affirmation or seeking attention from someone they like

v Because they feel other young people are doing it
v' For ajoke

v Because they have been pressured, manipulated or coerced into doing so



Sexual abuse online

v There are opportunities for adults to contact children and young
people online, in order to harm them. They can use any part of the
internet — games, social media, live streaming platforms etc.

v Adults can create multiple online identities and even pretend to be
children and young people themselves.

v Adults can exploit young people’s natural curiosity by talking about
sex and introducing harmful things.

v Adults can pressure, intimidate and coerce children into doing things
that they are not ready for. Increasingly children and young people
are tricked into sexual activity over live video.




Image based sexual harassment and abuse
online

v Recent research has outlined to distinct areas or image-based sexual
harassment and abuse:

> Image-based sexual harassment (IBSH)
“* Unwanted sexual images
“*Unwanted solicitation for sexual images

» Image-based sexual abuse (IBSA) the non-consensual recording,
distribution, or threat of distribution of nude or sexual images




Understanding and Combatting Youth
Experiences of Image-Based Sexual

Harassment and Abuse
v'37% of girls had received an unwanted sexual image or video

(32% h
pics”))
v 42% 0O
v'20% 0O

as received an unwanted image of male genitals i.e. “dick

" these girls did not know the sender
- boys had received an unwanted sexual image / video

v 41% 0l
iImage.

Fgirls and 17% of boys have been asked to send a sexual
In 20% of the cases, those contacted were unaware of

the age of the requester
v'2.5% of girls and 3.6% of boys reported IBSA



Understanding and Combatting Youth
Experiences of Image-Based Sexual
Harassment and Abuse

v'Snapchat was the most common platform used for IBSH and IBSA (62% of
unsolicited sexual images /videos, 60% of solicitation for nudes and 33% of
images shared beyond intended recipient)

v'Instagram (21% of unsolicited sexual images /videos, 21% of solicitation for nudes
and 33% of images shared beyond intendéd recipient) was the next most common
platform used

v On Instagram, younngeo le have concerns around DMs and group chats. Leaked
internal research by Facepook suggested Instagram has the biggest overall
negative impact on young peoples™perception of themselves and their bodies

v TikTok is a relatively new phenomena. We know that viral trends can often be
unsafe and risky, for a variety of reasons



Recommendations for Parents and Carers

v’ Avoid taking an overly ne%ative and disciplinary approach to your
child’s technology use — this may lead to them hiding actions or
Issues that may arise

v'Be non-judgmental and supportive towards your child’'s online
activities

v'Initiate open conversations with your child about sending nude
images

v'Initiate conversations with your child about their social media usage
and privacy settings

v’ Support your child’'s understanding of consent, bodily autonomy,
equality and ethical decision making



Resources

https://saferinternet.org.uk/saf
er-internet-day/safer-internet-
day-2022/educational-
resources
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Family activities

Hexna you'll find fun and sngaging activitiss that parsnts and carers can oo With chikdrsn of all ages 1o support
this years Bafer Intarnet Day themns: “All TUN &Nd JaMes? EXPIONNG Mespect and relationships online”

WWork through these activities with your child 1o help start conversations about 118 onine and make sanse of
tha cigital world tagsthsr. Find mors activities, video contsnt, tips and quizzes at: SHIETINEMES OIQUK

— Spend time online together

ALl This year's theme is a great opportunity to have some fun
ages and games togethar Why not gst sveryone to wiits their favourits

1 ) app or game on a slip of paper then taks it in fums to pull from a
bowd ? Spend some time exploring each one a= a family. Whether

it's creating something together, compsting or watching content.
look out for the safety features and make a note of what thess do,
50 you know whers they ars if you ever need them in the futurs.

—|: Explore the Childnet website Make a Family agreement }

Explors the Childnet website whers you A family agresment ic a great way
will find activities, quizzes and videcs tailor to start a conversation about how
mads for children of all ages. Thers is also your family uses the infernet. As
information on key topics for parents and well as the online safety agreement
carers, advice about specific apps and in the Parents and Carsrs Pack.
games, and activitiss and conversation you can find o more detailed
;-}siﬂ‘bﬁt.youunuaawim:,u.rhhdefamly. version here: childnet com/family-

Bgreament.
‘All fun and games? Exploring respect
and relationships online’ Films L
S

Thees films produced by the UK Safer Intemst =
Cantre are a great way to start a discussion with

your child about how the intermst makes them

feal and what respect looks like online. Thers ars

different videos aimed st youngar and oldar children

available hera: saferinternet. org.ukizid-films.
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Conversation starters

ALL FUN AND GAMES

Internek | uksake
Day 2022 | Come’

.

Safer Intemet Day 2022 is 2 famastic opportunity to have 3 conversation
with your child about Iifs onling, and especially this years thems,
*All fun @nd games? EXploning respect and refatonships online.’

Usa the guastions below 1o help start discussions about how we can all
use the Intemet safiely, respectiully.
and spending tims online.

. responsibly, and positively when gaming

Start the conversation on a positive note:

What do you like mest about the internet and why?
How de you have fun using the internst and technology?
What's your favourite game, app or websita?

How does going online maks you fasl?

How does the internst and technology make your life better?

(OROFOROROED)

Do you most enjoy going online alons, or with other people?

Talk about relationships and communicating online:

@

Whe do you communicate with online? What different methods do you uss to
communicate online? (E.g. in-game chat. video calls, group chats, etc.)

What is good about communicating online?
What can be challenging about communicating onlina?
What is different about talking to someons enline compared to talking face to face?

How much can you trust people you only know online?

olofolofe

What do you and your friends do to keep yourselves safe and happy. when you
are chatting and communicating onlina?



https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2022/educational-resources
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keeping the internet fun.
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Fact or Fake News? Can you
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Relationships.

The Internet. HELPL

Three things that get a little bit
complicated.

Celebrities apologise for
Got a question? offensive tweets...




Home GetAdvice = Concemedaboutyourchid? Howtogethelp = Whoarewe?  Support tools =

Supporting positive sexual
behaviour

Home  Get Advice o Concerned about your child? How to get help o ‘Who are we? Support tools o

i; : \ - o

¥Online grooming: ho\\ doest

work?
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Home GetAdvices Concemedaboutyourchild? Howtogethelpa Whoarewe?  Supporttools o

Supporting a child who has

T Degn sexually abused...
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UK Safer Internet Centre

UK Sofer
Internet
Centre

UK Safer Internet Centre:
The Eunopean Commission -appartad UK Safer Intemet Cantra = made up of three pariners; Childnet
International, fie South West Grid for Leaming and the internst Watch Foundation. Together we raise
awsransss about ntemet safsty, dewslop nformation matenals and resoumss and orgarnese high profils svents.
such as Sakr Intarnat Dey. Resourcas nchude a parant: guids to technology, mformation about paran &l
controls and sa ety todks on social networks and othear oning sendcss. You can accsss a rangs of resources
from across the UK, Burope and wider afield at wwww =

sferintemet. org iy Darsnt

Childnet:

Childnet Intemational i a non-profit organisation workang in partnanship with others around the ward to help
make the imtemst & graat and safe placs for dhidren. Tha Childnat websits hosts all the onfine resourcas
detaisd bafow, a3 wall &5 a number of recommeanded resourcas for young peopls, parents, canses and
taschars. The Parants and Carers arsa alo contans key advics, information on reporting and detaiisd
nfonmation on a ranga of aning salety opcs inthe hot topics secton. www chidnet com

South West Grid For Learning

The South Wesst Gnd for Leaming (SWGIL) s a not for profit, charitable trust dedicated to the advancameant
af education through imformation and communication techndoges. They prowde safe, supported boadband
ntameat, teaching and lsaming sanvices for 2,500 schodls n the South West of England and e-safety
aducation and tranng ragonally, nationally and memationally. They provide professionals, parants and
childmn with advics, resourcas and support D use ntemat technoiogies safely to anhancs karning and

maximiss potential. www. swafl.ong.uk

Internet Watch Foundation:

Tha Intamat Waich Foundation = fia UK's hotiing for reporting ilsgal comtant found on the ntamat. it deals
speciicaly wih chid abuse and ciminally obscens mages hosted in the UK and imtesmatonaly. Tha WF
warks in parnarship with the onine industy, Bw anforcament, govammant, and intemational partners. [tisa
charity and a sef-regulatory body with over 100 Mamibers from the online ndustry. wenwiwf ong ukc

Safer Internet Day information, resources and further support
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Parenthood”

Safer Internet Day:
Calaibra d giobally ewary yaar, Safer Intemat Day offers the apportunity to highight positve usas of
technology and to axplon the rals we al play n halping to craate a bettar and sakr oniing community. This
yeark global fhame s 'Togather for aBatter Intamat’ and in the UK, fhe thamea & 'Fres 1o be ma: esplaning
dentty oning.’ The campagn will particulary empawer young :lec::ietcax:nc'ehowﬂfey'na‘egeﬂfs oning
dentty, and how fhaingrnst shapss what thay think of thamsshes and othars. waen

UK Safer Internet Centre:

Tha LK Safar ntameat Cantra producss waskdy blogs which offar imormation and advics on a rangs of topics.
Theay ars wiittan to reflect curmsnt and emeanging trends a3 wall a3 quastions receved duing traning ssssions.
Some usaful anas for thes yaars thame ara:

*  Cyberujiing advice for parenis and cars

=  Sharenting: how am | adding to my chid's dighal footprint
+ Why is oniine sexual harassment an issue for womes d girls?

Common Sense Media - 6 Ways Your Kids Can Proteck Their Online ldentities:
Commaon Sansa Mada hawe producad a short vdao with some halpiul advica on supporting your child to
pratect e idantity whils usng the mtamst.

ommonsensemedia ongfvidess/ G-

side-can

+thaironline-

Plzanned Parenthood — How do | talk with my pre-schooler about identity?
Flammed Parenthood have comersation startars and practical idess to halp you tak to childsinunder 5 about
their iden fty. There & also a short video with further guidanca.

pevwy plannedparenthocd orglesrn/parents/'preschoolhow-do-i-h

n-rrvy-press hoolerabe & -identit,

The Children's Society — ldentity:

Tha Chidren's Society have adwes and top tins for supporting young people who ars strugging wih thar
dentity. They akso have inks to maons advics around the connaction batwean identity and saff-esteam.
wivew childrenssocisty ong uik'mentsl-hesith-sdvice-for-children-snd-young -peopleidentity

Safer Internet Day information, resources and further support conk.
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NSPCC

Family Lives — Helping your child stay connected with their culture:

Family Lives iz acharity dedicated to supporting pasnts and carers with looking after their families. They hawe
adwee around halping your child to amibrace ther cuitural dertity and stay comnected to it, ncluding a wdso
and top tips.

i sl fvees. org. ks

wheaith-and-development's

Childline — Sesxual |dentity and Gender Identity:

Chiddine have anumber of web pages with advics for young peopks who ars Bsing confussd sbout their
gender idantity or quastoning thair ssoual orentaton. Thay hawe Bnks to speciic advics and short videos with
mom infamaBon. www childine ong ukyinfo-adh pour-feslinge een el -ideriihy.

NSPCC - Talking about difficult topics:
ThaNSPOC have somea advics around how to start coversations with your chid about sensthe subpcts in
arder to halp keap hemselves safa.
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Resources to use with children and young people

UK Safer
Internet
Centre

Family Agreemenk
Az afamiy you may wish to satup a family agresmeant which iz a graatway to start a conversation with your
whals familly about how you al uzs fia nimeat and discuss togathar how to bahave in a positve way whan

anline at home, at school or at a Fiend's. vy dnet. com/resources/family-agreement

Digiduck Stories:

Tha Digiduck story collsction has been craated to halp parents and teachers educats children aged 3- 7
ahaut how 1 ba a good friend onfina. Tha callacton includes a book, POF and intaractive app.

waww childnet. com/resources/digiduck-stories

Childnet Primary Pages

“Wiou may wish o work through this senas of interactive quizzes togather with your child to halp you tak about
haw to stay safe aniing and what to do if things go wrong. Aimead at childran aged 8-12, tha quizzss ncude
topics such as onine gaming, socal madia and sharing things onfina,

wivewy childnet, comiyoung-people Dimansy'get-gnawe

Safer Internet Day Films:

Owr SID Fimes provide a graat wayy to start a discusson with your chid about how the imtemst makes tham
ol and what tips they have about staying sais onine. Thers am difiemnt videos aimed at younger and ider
childmn . wwnw saferinterme /gid-fime

Information for parents and carers

Let's talk about life online:
Advice for parents and camirs on how to tallo with their child about staying happy, positive and safewhen
onina. www childnet com/resourcesists-tak-about-Fe-online

Information and Advice For Foster Carers/Adoplive Parents:

Tha UK Safer ntemat Cantra has worked topether with [dingion Coundl to craate leaflets for foster caners and
adoptve parents. Thea kaflsts, which are frea to downlcad and easy o print, nouds top tos and comersation
startars to halp foster carars and adoptive pamints gat to grips with mbarnat ssfety

wiwwsaferinternet. ong.ukfosterng-adopbion

Keaping Under Fives Safe Online:

Children love using technology and ars leaming to nevigats websitas, anliine gamas and consokss, and touch
screan technology e tabiats and smartphoneas fom ayoungser and youngsr age. This advics corntans top
tips for parents and carers for keaping chidren aged fve and under sake onine.

wivew childnet comireesoyceskesning -under-fives-safe-online

Resources

Where to report/get help
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NSPCC

MiNDS

Need help?
Imformaton about what to do T achid comes to you for help, and adwvoes about how o Bport onling concarns
such as cybarbulying, nappropnate cament ar lagal behaviour. wene ssferntenst ong ukneed-halp

Child Exploitation and Online Protection (CEOP):
A pofica agency tackling chid ssusl abuse and grooming onfina. This websita indludes a unique faclty that
enablas parents and young peopis to make reports of grooming or chid sswal abusa onfine.

CEOP's Think U Know webate contans rﬂo"'natm{cvm dmnand parents, &5 wall as alink for chidren to

Internet Watch Foundation:

Part of fha UK Safer intemat Carira, tha WF & tha UKE hatline for reporting Siegal comant found on the
mamet it deals spacificaly with child seoual abuse and ciminally cbacaneaimages hosted n the LK and
mtemationally www ivt org uk

Report Harmful Content

Provided by the LK Safer Intemat Cantra, the Feport Hanmiful Comntant websta gves adwes on how to raport
anline problems. it can also maediate whers approprate or explain why conent has not bean removed, and
can provide assistance inremoving hammful content foom platforms. reporthammiulk com

NSPCC:

Tha NSPOC has parinanad with 02 to provide an anlina safsty helping for parents and carans to anawear
quastons and addrass concams about a chid's onling safety: 0808 800 5002,

Thay aiso provids the Childine halpine for chidren wheara they can tall to someons for advies and support at
ary tma by contactng 0800 1111 or chatting to a counsslior anling at wew, chidine orgLuic

Young Minds:

Tha UK'z lsading charty committed to improving the wellbeing and mental heafth of dhildren and young
paopls. Imonmaton and advice for young peopie and parantscarars can be found at www youngminde orguak
and they also offer a fes confidential halpfine for parants on 0808 802 5544,




